HIPAA PRIVACY STANDARDS
ADMINISTRATIVE REQUIREMENTS § 164.530
Standard: Personnel designations
1.  Designate a privacy official who is responsible for development and implementation of policies and procedures.

2.  Designate a contact person to receive complaints and provide further information about matters covered in the Privacy Standards. [privacy official?]

Standard: Training
1.  Covered entity [privacy official?] must train all employees by April 14, 2003 regarding the Privacy Standards and the entities’ policies and procedures.  Must train all new employees within a reasonable time of hiring, and retrain employees every three years.  All such training shall be documented.
Standard: Safeguards
1. An entity must have in place appropriate administrative, technical, and physical safeguards to protect the privacy of protected health information (PHI) from intentional or unintentional use or disclose in violation of the regulations.

2. An entity must reasonably safeguard PHI to limit incidental uses or disclosures.

Standard: Complaints to the Covered Entity

1. Covered entity must provide a process for individuals to make complaints concerning the entity’s policies and procedures.

2. Covered entity must document all complaints received and their disposition, if any.

Standard: Sanctions
1. Covered entity must have appropriate sanctions against employees who fail to comply with the policies and procedures.

2. Covered entity must document the sanctions that are applied, if any.

Standard: Mitigation
Covered entity must mitigate, to the extent practical, any known harmful effect from violation of the policies and procedures.
Standard: Refraining from Intimidating or Retaliatory Acts
Covered entity may not intimidate, threaten, coerce, discriminate against, or take other retaliatory actions against an individual:

1. Filing a complaint with the entity, 

2. Filing a complaint with the Secretary of Health and Human Services, 

3. Testifying, assisting, or participating in an investigation or compliance proceeding,

4. Opposing any act or practice made unlawful by the regulations, providing that the act 
is in good faith belief of unlawfulness, and the opposition is reasonable and does 
not involve the disclosure of PHI.

Standard: Waiver of Rights
Covered entity may not require individuals to waive their rights under these regulations as a condition of the provision of treatment, payment, enrollment inn a health plan, or eligibility for benefits.

Standard: Policies and Procedures
1. The policies and procedures must be reasonably designed, taking into account the size of and the type of activities that relate to protected health information to ensure compliance.

2. When a covered entity changes their notice of privacy practices, and makes corresponding changes in policy and procedures, the entity can make the changes effective for PHI created or received prior to the effective date of the notice revision, IF the notice of privacy practices states a reservation of the right to make such changes.

3. Whenever there is a change in the law necessitating a change in the policy and procedures, those changes must be made promptly and so documented.  If the change requires a revision of the notice of privacy practices, this revised notice shall be made available as required in § 164.520 of the 45 CFR.
Standard: Retention Period
Covered entity must retain documentation required for six years.


Realizing that many CCMS members have not yet fully complied with the HIPAA Privacy Standards with which compliance became mandatory on April 14, 2003, the following sample initial Policies and Procedures is provided for your consideration as a starting point in developing a health care provider’s full Policy and Procedures.  

Of course, no assurance of the even minimal adequacy of the following is made, and all liability of the Clark County Medical Society and its employees is hereby disclaimed.  Therefore, use only at your own risk.  Health care providers are encouraged to seek the counsel of an attorney experienced in this are of the law.  

Attendance at least one HIPAA Privacy Standards seminar is strongly recommended.


For those providers convinced that “nothing will happen” if they just ignore the HIPAA Privacy mandates, the interim rule for HIPAA “Civil Money Penalties; Procedures for Investigations, Impositions of Penalties, and Hearings” can be read at:  http://a257.g.akamaitech.net/7/257/2422/14mar20010800/edocket.access.gpo.gov/2003/03-9497.htm

Ignoring the HIPAA Privacy Standards will likely result in adverse consequences.

[Name of Medical Practice]

HIPAA PRIVACY STANDARDS 

POLICY AND PROCEDURES

ADMINISTRATIVE REQUIREMENTS

Personnel Designation

[Name of Medical Practice] has designated [Name of Privacy Official] as the Privacy Official of our practice.  [Name of Privacy Official] will develop and implement policies and procedures in compliance with the HIPAA Privacy Standards (45 CFR 160 – 164).


The privacy official of [Name of Medical Practice] is the contact person to receive complaints and provide further information about matters covered in the Privacy Standards.

Training

The privacy official of [Name of Medical Practice] is responsible for training of all existing employees regarding the Privacy Standards and our policies and procedures.  All new employees will be trained in these policies and procedures within 30 days of their date of employment.  Employees of [Name of Medical Practice] shall receive retraining in policies and procedures regarding the HIPAA Privacy Standards every three years.


All training of all employees shall be documented by [Name of Privacy Official].  This documentation shall be retained for at least 6 years.
Safeguards

[Name of Medical Practice] has created, and will continue to create and implement appropriate administrative, technical, and physical safeguards to protect the privacy of protected health information (PHI) from intentional or unintentional use or disclose in violation of the HIPAA Privacy Standards.  [Name of Medical Practice] will continue to develop and implement safeguards to minimize incidental uses or disclosures of PHI.

Complaints to [Name of Medical Practice]

The Notice of Privacy Practices (NPP) provided to each new patient of the [Name of Medical Practice] details the manner in which individuals may make complaints concerning unauthorized use or disclosure of their PHI.   The NPP is provided to each new patient of [Name of Medical Practice] to obtain the individuals signature indicating acknowledgement of receipt of the NPP.  Patients may sign an acknowledgement of receipt of the NPP or may refuse to sign.  Reason for refusal to sign will be documented and witnessed.  No patient will be refused medical services for refusing to sign the NPP.  


Complaints received will be documented, processed in the manner to be described, and saved for a minimum of 6 years.  This includes disposition of each and every complaint.  

Sanctions

[Name of Medical Practice] will sanction employees failing to comply with the HIPAA Privacy Standards and the [Name of Medical Practice]’s policies and procedures.  Sanctions will include:


First event – a verbal warning.


Second event – a written warning in the form of a letter of reprimand. 

Third event – A $100 fine and/or a suspension without pay for no more than 1 
week.

Fourth event – possible termination for cause or transfer to a position where PHI 
would not be available to the employee. 

The Privacy Official shall document all sanctions and keep these records for at least 6 years.

Mitigation

[Name of Medical Practice] will mitigate, up to $500, damages caused by the unauthorized use or disclosure of an individual’s PHI when those damages occur from other than incidental conduct by [Name of Medical Practice] or an employee or volunteer of [Name of Medical Practice].

Refraining from Intimidating or Retaliatory Acts

[Name of Medical Practice] will not intimidate, threaten, coerce, discriminate against, or take other retaliatory actions against an individual who files a complaint with [Name of Medical Practice], files a complaint with the Secretary of Health and Human Services, testifies, assists, or participates in an investigation or compliance proceeding, or opposes any act or practice made unlawful by the regulations, providing that the act is in good faith belief of unlawfulness, and the opposition is reasonable and does not involve the disclosure of PHI.

Waiver of Rights


[Name of Medical Practice] will not require a waiver of rights as a condition of treatment or to bill for or accept payment for services.

Reservation of Right to Modify Policies and Procedures


[Name of Medical Practice] reserves the right to modify, amend, or otherwise change the practices’s Policies and Procedures, at any time, when not inconsistent with applicable Federal and State law and/or regulations.  Any such modifications, amendments, or changes shall apply only to PHI created or received after the date of such modifications, amendments, or changes.
[specific policies and procedures, as they exist or are developed, should be described from this point onward] 

example:

AUTHORIZATIONS

[Name of Medical Practice] will obtain authorization from an individual prior to use and disclosure of that individual’s PHI except as provided by HIPAA Privacy Standards or other applicable law.  Except for psychotherapy notes, [Name of Medical Practice] will not obtain an individual’s authorization to use or disclose PHI for treatment, payment, or healthcare operations purposes.  Unrestricted use or disclosure of PHI will apply in treatment situations.  [Name of Medical Practice] will utilize minimum necessary use and disclosure rules for payment and healthcare operations.


[Name of Medical Practice] will not obtain authorization for use or disclosure of PHI when required to use or disclose as required by law, including disclosures to the HHS Secretary (or the Secretary’s authorized representative) for enforcement of the HIPAA Privacy Standards. 


[Name of Medical Practice] will obtain the individual’s authorization to use or disclose PHI for the following purposes unless exceptions apply in applicable law: 

1. Marketing

2. Pre-Enrollment Underwriting

3. Employment Determinations

4. Fundraising

5. Psychotherapy Notes

Revocation of Authorization


[Name of Medical Practice] will honor an individual’s revocation of their authorization at any time, except to the extent that [Name of Medical Practice] has taken action in reliance on the authorization.  If the individual elects to revoke the authorization, he or she must revoke the authorization in writing. Individuals do not have the right to revoke an authorization if the authorization was obtained as a condition of obtaining insurance coverage and the insurer obtained the authorization with the right to contest a claim under the policy.

